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Einleitung Einleitung

Hallo Schatz, habe die Diskette gefunden, ... Willkommen

... die du gestern so verzweifelt gesucht hast. Karl Deutsch
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Einleitung Einleitung
USB-Sticks Gliederung

Manipulierte USB-Sticks Inhalt

21.12.2007 12:24 ﬁg

<< Vorige | Machste ==

Datenverluste durch manipulierte
USB-Sticks voriesen

Zurzeit sind gréffere Mengen manipulierter USB-Sticks
auf dem Markt, die dem Betriebssystem mehr Speicher
vortiuschen, als eingebaut ist. Dadurch kénnen Daten
verloren gehen, ohne dass der Nutzer dies sofort
bemerkt.
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Die ersten Exemplare tauchten bereits vor einigen
Wochen bei Aldi Suisse auf; sie tragen die
Markenbezeichnung "Platinum".


http://www.mathias-kettner.de
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rsync
rsync
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Was soll/muss gesichert werden?
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rsync: Daten abgleichen

Daten lokal sichern

o -r
@ -a
@ -Nn

/media/disk
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rsync: Daten abgleichen

Abgleich mit einem Server

192.168.1.14 /backup
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Unison: Daten abgleichen

Daten abgleichen

Verschliisselte Ubertragung

ssh
ssh
o
id_rsa id_rsa.pub
Qo id_rsa.pub

authorized_keys
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Unison: Daten abgleichen

Arbeit mit unterschiedlichen Pro len

.ssh

Unison

= il =)
Select an existing profile or create a new one
[default |

[*)

Create new profile

l Oberechen

dx_ |
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Unison: Daten abgleichen Unison: Daten abgleichen

Zielverzeichnis

Basisverzeichnis

— - - cnlact
(= z : =) -

You can use unison to synchronize a local directory with another local directory,
or with a remote directory.

Please enter the secend directory you want to synchronize. I 9 Hilfe |

Please enter the first (local) directory that you want to synchronize. Directory: |,l’3|cherungjerde
() Local @ SSH () RSH () Socket

Dir: fhomefkdeutsch| l [Browse] Host: |W| (optional) User: |kdeutsch| Port:
&l ok J | |Beend
i & ox l [ sl Beenden L a wpl Beenden
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Unison: Daten abgleichen Unison: Daten abgleichen

Meldung Ubersicht

j MSoNEgLk -
A Synchranization Actions Ignore Sort Help Profile: abgleich_merkur_laptop
Warnlng h | file: abgleich feur_|
# B & = % ®» @
Mo archive files were found for these roots, This can happen either Quit Go  Restart | Righttoleft Merge LefttoRight Skip
because this is the first time you have synchronized these roots, - - o
local Action | uranus Status | Path =
or because you have upgraded Unisen to a new version with a different e i e
archive format. file —: abragroupToDoS vym
file —_ abragroup_as.pdf
Update detection may take a while on this run if the replicas are file — aic.png
large. file — ak.jpg ||
file — akl.jpg
. . . R d — rikel
Unison will assume that the 'last synchronized state' of both replicas d:: ot :S; £ B
was completely empty. This means that any files that are different i — & auslagerung
will be reparted as conflicts, and any files that exist only on one file — bookmarks html
replica will be judged as new and propagated to the other replica. file — briefvorlage aux
If the two replicas are identical, then no changes will be reported. file — briefvorlage.dvi =
: Lo ) =]
l Check andfor adjust selected actions; then press Go
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Unison: Daten abgleichen Dateien kopieren

Im Batchmodus scp

Unison
scp

batch
silent
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Dateien kopieren Simple Linux Backup

Kopieren auf einen anderen Linux-Rechner Backup-Skript

Simple Linux Backup
bash tar gzip GTK+

@ -r
®-p
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Praktische Beispiele
Simple Linux Backup

Simple Linux Backup

Verzeichnisse und Dateien Ziele

You must select at least one file or directory to back up.

Files and Directories to Exclude from Backup

Files and Directories to Back Up
¥ Try to mount backup device automatically

thomeykdeutschymail thomeykdeutschymailflost+four
Jhome/kdeutsch/firmendaten
Backup device mount location: []med\a]disk l [Select.”]
- - Final backup directory: [fswcherung]erde l [Select.”]

Sicher ist sicher: Backup und restore Sicher ist sicher: Backup und restore
Praktische Beispiele
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tar = TApe aRchiver

tar

Simple Linux Backup

Erweiterte Optionen

] Allow only specified user to perform backup
tar

[[] No output from backup script (silent mode)
tar

Directory for temporary files: ftmp ] ISe\ect‘..]

Use one of the Schedule buttons below to set up a schedule for autornatically running your backups. Choose
the Schedule with External Tool button to launch a separate application, if available, to schedule the backups.
Choose the Schedule with SBCP button to have the Simple Backup Configuration Program schedule the backup
for you. The first button gives you more flexibility, but the second button is simpler to use.

Schedule with External Tool ..

<chedule with SBCP
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tar = TApe aRchiver tar = TApe aRchiver

Lokales Sichern einer Festplattenpartition Beispiele mit Komprimierung

e ¢ ¢
< 0
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tar = TApe aRchiver tar = TApe aRchiver

Lokales Wiederherstellen einer Festplattenpartition Weitere Programmparameter

sicherung od

ot
o C
(%) op

@ -exclude-from

man tar
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dd Kopieren einer Festplattenpartition
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dd dd

Kopieren einer Festplattenpartition in eine Datei Wiederherstellen aus einem gepackten Archiv
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Komplettsicherung mit Mondo Komplettsicherung mit Mondo
Mondo Erstellen der Test-CD-ROM
(% ) root mindi
Mondo o
Mondo e Do you want to use your own kernel ...? Iy
@ Would you like to use LILO ...? I'n
@ Would you like to create boot+data ...? ' n
@ Shall | make a bootable CD image? Iy
o
/root/images/mindi/mindi.iso
o
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Komplettsicherung mit Mondo Komplettsicherung mit Mondo

Komplettbackup erstellen - Vorbemerkungen Komplettbackup erstellen - Durchflihrung

=)
@ Oi
o -X o d
DEVICE -x /dev/hdal
=)
root S
@9 0 9

mondoarchive
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Komplettsicherung mit Mondo Komplettsicherung mit Mondo

Weitere Programmparameter

~
o
o
o
o
]
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o

Testen des Backups

o
o
o
o

Oc
Ow
Or
On

Switch to Interactive
Mode? no

mondorestore
Compare only

man mondoarchive
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Komplettsicherung mit Mondo Komplettsicherung mit Mondo

Komplettes System wiederherstellen

o
2]
o
o

Teile des Systems wiederherstellen
Q
o
]

o

Switch to Interactive
Mode? no

mondorestore

RESTORE Interactively

Do you want to partition your devices?

Do you want to format them?

Do you want to restore everything?

Which path do you want to restore?

Dou you want to run ... to setup your boot
sectors?

¢ © © ¢ ¢
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Clonezilla Clonezilla

Clonezilla Start der LiveCD

Clonezilla

clopezil la.sonrceborge. net, clonezibionehe ey .t

Clonezilla live (Default settipgsh VGA SOE=60E)
Clowezilla live (Default zebtings, VGA GLE4E8)

) Clonezilla live (To R4H. Boot wedia can be remosed later)
Clowezilla live (Safegeaphic settings,. sga=mnoral )
Clowezilla live (Failsate wode)

Local operating system in hoeddeive CiF awailable)
Mewory test ws by MewmtestBes

FreeD0S

Hetuorlk boot wia etherboot
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ntfsclone partimage dd
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Clonezilla Clonezilla

Auswahl wahrend des Startvorganges

o
2]
o
o

Das Imageverzeichnis

| Hount clonezilla image directory |

Before cloning, you have to assign where is Clonezilla image saved to or read from 7 We will
mount that device or remote resources as -homespartimag. The Clonezilla image will be saved to
or read from -homespartimag.

Choose the mode:

local_deu Mount local device (Ex: hard drive, USB drive)
ssh_server Mount SSH seruver

samba_server Mount SAMBA server (Network Neighborhood server)
nfs_server Mount NFS seruver

enter_shell Enter command line prompt. Do it manually

skip Use existing ~home-partinmag (Memory?! =NOT RECOMMENDED=)

? | | <0k> <Cancel>
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Clonezilla Clonezilla

Was wollen Sie machen? Weitere Einstellungen

1 | Clonezilla advanced extra parameters |

| Clonezilla: Choose the mode Which clone (s) and what priority d fer 7 The listed (s) and priorit
. . . program(s) and what priority do you prefer ? The listed program(s) and priority
=#Clonezilla is free (GPL) software, and comes with ABSOLUTE NO WARRANTYsx mean that if the file system is not supported. the next program will be used. Ex. if you
Choose the node: choose “Priority: ntfsclone > partimage > dd", then if the file system is xfs, clonezilla will
try to use ntfsclone first, and of course, xfs is not supported by wtfsclone, then clonezilla
lsavedisk Save_client_entire_disk il iy (D W pee e

q = = a The default settings are optimized. If you have wo idea, keep the default value, i.e. do NDT
restoredisk Restore_client_entire_disk change anything, then say "OK” and continue.

saveparts Save_client_partitions
restoreparts Restore client partitions ¢ Priority: ntfsclone > partinage > dd
exit Exit. Enter command line prompt —q1 Priority: Only dd C(support all filesystem, but inefficient)
—q2 Priority: ntfsclone, partclone (experimental) > partimage > dd
Priority: partimage > dd (nwo ntfsclone)
<0k> <Cancel>

<0k> <Cancel>
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Clonezilla

Am Ende

Clonezilla

Die nachsten Schritte

o
o
o
o

ress " Enter” to continue. ..

ow you can choose to:

(0) Poweroff

(1) Reboot

(2) Enter command line prompt
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Danke ... Software, Teil 1 von 3

° http://www.mondorescue.org
http://samba.anu.edu.au/rsync
http://www.cis.upenn.edu/~bcpierce/unison
http://backup2l.sourceforge.net

)
kd@it-works.co.at

o _ http://konserve.sourceforge.net
www.it-works.co.at http://www.garloff.de/kurt/linux/ddrescue
9 http://www.partimage.org
° kdeutsch http://www.rsnapshot.org http://www.dirvish.com
° www.xing.com/profile/Karl_Deutsch http://sourceforge.net/projects/g4l
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Software, Teil 2 von 3 Software, Teil 3 von 3

http://mkcdrec.ota.be
http://www.falkotimme.com/howtos/systemimager/
http://www.backup-manager.org
http://www.calins.ch/software/sync2cd.html
http://www.nongnu.org/rdiff-backup
http://fullsync.sourceforge.net
http://cdbk.sourceforge.net
http://fbim.fh-regensburg.de/~feyrer/g4u
http://www.device-image.de
http://freeghost.no-ip.org

http://restore-backup.com
http://simplelinuxbkup.sourceforge.net
http://launchpad.net/timevault
http://www.nongnu.org/duplicity
http://jbj.rapanden.dk/magicrescue
http://silvercoders.com/index.php?page=DVD_Backup
http://areca.sourceforge.net
http://andrewprice.me.uk/projects/pybackpack
http://www.diffingo.com/content/view/12/45/lang,en
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